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m |tisrecommended ALL personnel request brand new certificates
on XP computers prior to converting all facility computers to
Vista. Once the new certificate is installed on the XP machine,
individuals must follow these export procedures BEFORE all
computers are converted to Vista.

m The certificate will be good for one year while the NOTAM office
continues maintenance to allow certificate requests via Vista
systems.

m First, Go to Internet Explorer,

m Then “Tools,” then “Internet Options”
m Then “Content” (shown at the top)
m Then “Certificates, ” then “Export”

m Follow the next slide
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Certificate Export Wizard

Welcome to the Certificate Export
Wizard

1
P | This wizard helps you copy certificates, certificate trust
i @_; lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

< Back W

Integrity - Service - Excellence



\
\.;./ Export XP Certificate

U.S. AIRFORCE

Certificate Export Wizard E3

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

© Yes, export the private key

(71 Mo, do not export the private key

Learn mare about exporting private keys

<Back || Next> 4&
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Certificate Export Wizard £ |

Export File Format
Certificates can be exported in a variety of file formats.

Select the format vou want to use:
DER encoded binary X. 509 (.CER)
Base-54 encoded X.509 {CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7E)

Indude all certificates in the certification path if possible

@ Personal Information Exchange - PKCS 12 {(PFX)
SeIeCt a” Shown here Indude all certificates in the certification path if pessible

» Delete the private key if the export is successful

Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn mare about cerfificate file formats

« Back H Next}& C“Ck NEXT
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Export XP Certificate

Certificate Export Wizard [E2 ]

Password

To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:
seesesees Select password, you MUST

Type and confirm password {mandatory): remember it for later. Otherwise
sesesesses your certificate will NOT work.

< Back ][ Mext = ] [ Cancel
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Export XP Certificate

Certificate Export Wizard pcll

File to Export
Spedfy the name of the file you want to export

File name:

[ronse... | i —
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‘ Organize * G- Views ~ [ Mew Folder

B ek Name Size Type Date modified
3 1l 1 " 1
E. Documents | Ui l Public 'k-‘ Computer
5l Recent Places |:r:| : e
Ml Desktop "'h-
= L MNetwork ﬂ t]
/M Computer I
p = -2 ﬂ | P
E Pictures

E} Music rﬂln | r |

% Recently Changed

E Searches
; Public r(m |E‘ | @KP
f- \. ‘[.ﬂ.ftintliolivi:isia-'l'training
ﬁ‘ 6 bytes
Name and save the document on an
approved-use external hard drive or
Folders ~

shared network drive (NOT on the
File name: OAKBYNYXE3 « XP computer) .
Save as type: | Personal Information Exchange (*.pfi) YOU Wl” need tO access the Cert|f|Cate
after Vista is installed.

“ Hide Folders [

Save l ’ Cancel
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Export XP Certificate

Certificate Export Wizard |"E37)

File to Export
Spedfy the name of the file you want to expaort

File name:

C:\Jsersifelida.shropshire’ YOAKBYMNYX 23, pfx

\ This is the name and location
where my certificate (hamed

ORBSYNYX) is stored.

< Badk “ Mext = ]#
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Certificate Export Wizard |"E2

Completing the Certificate Export

Wizard
1
/;'/ | You have successfully completed the Certificate Export

o= g | wizard.

=

L-.-;:_nyd You have spedfied the following settings:
Export Keys Yes
Indude all certificates in the certification path Yes
File Format Person;
] 1 P

< Back ][ Finish ] [ Cancel
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Certificate Export Wizard |
Completing the Certificate Export
Wizard
1 Exporting your private exchange key 23 |
P I You have succe

~\';_—— %J wizard. An application is requesting access to a Protected tem.

E.-_::;}? You have speci
lame
rt keys
de all certificaty
ormat Password for:

CryptoAP| Private Key

0K || Cancel || Detais..

leb Bazed Training
CRY Training Gu

CR Training ment
-208(1), AR 95-10, OPHAVINE

< Back ][ Finish ] [ Cancel
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Certificate Export Wizard ["E27]

Completing the Certificate Export

Wizard
1
py | You have successfully completed the Certificate Export

. \;_ = %-'. wizard.

':.-:;;])d You have spedfied the following settings:
lame . Ci\sers 'Lfelicl
rtkeys Certificate Export Wizard
de all certificates in the certification
ormat

The export was successful.
] 1

Buery Wel
CCRWeb |
FCR Train
-208(1), Al

< Back ” Finish ][ Cancel
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m The next slides will show how to import the (XP) certificate on to
Vista.

m First, Go to Internet Explorer,

Then “Tools,”

Then “Internet Options”

Then “Content” (shown at the top)
Then “Certificates”

Then “Import”

m Follow the next slides

Integrity - Service - Excellence
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Import Certificate on Vista

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

& certificate, which is issued by a certification authaority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,
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Import Certificate on Vista

ES

Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:

[ oronce... |~ —

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7B)

Microsoft Serialized Certificate Store (.55T)

Learn mare about certificate file formats

< Back “ Mext = ][ Cancel
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s,
@U'L_w » Computer » OneTouchd (E) » v|‘7| |5E'r:.ln:h P

By Organize ~ 238 Views ~ [ New Folder

Favorite Links Name Date modified Type Size Tags
El Documents . 1- ENOF R-Drive Backup . 2- NOTAM Certificates ) 3- NOTAM Continuity (External HD Only)
. . Bd28a39850fdab4661700d15296f . B1B8d826d0bGEFT0dI2f , b35bd0d4069dcccd53bT381a

Recent Places

— | be5dacf894d0253839a1 a0FcOf7F28
Bl Deskiop | MAXTOR INFO
More »
Folders hd
4 Bl Desktop -

> [« I

> .

- — Select location
> &L, 08Disk (C:) S
6 o e 03 where certificate
4y OneTouch4 (€ was stored.

| 1- ENOF R-D| &
4 || 2-NOTAMC
R
2
| Hd¥aivgauf
| 8183d826d0E
| b35hd0dd06¢
| beSdacfa0dd
. || CAFOLDER
» . CAL Favorite
> )l MAXTORINE _
File name: - [X.EDQCerliﬁcate (" .cer” cit) v]

[ Open J [ Cancel ]
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& Upen

@@v| . v Computer » OneTouch4 (E) » 2- NOTAM Certificates » FG »

v|‘f||5&ﬂm’1 el

; - mEn
‘ Organize > g=z Views = ' New Folder

Favorite Links Name) Date modif... Type Size
[E| Documents . FG Renew 21 Feb 11 . FG Renew 23 Feb 10
i Recent Places
Bl Desktop
More »
Folders v

, 2- NOTAM Certific

Click on the appropriate
certificate.

J 3- NOTAM Contin
. 8d28a39850fdagd6i
, 8188d826d0b66f70
/ b35bd0d4069decct
| bebd8cfE94d02538

m

N

3 Control Panel
' Recycle Bin

=

.
Fo SO AR

File name: - ’X.ECB Cerificate (*.cer;”.crt) V]

[ Cpen ]’ Cancel ]

Integrity - Service - Excellence



\ 2
\.;./ Import Certificate on Vista

U.S. AIRFORCE

| » Computer » OneTouchd (E) b 2- NOTAM Certificates » FG » FG Renew 21 Feb 11 ~ | 42 || search ol

- aog -
Organize  ggg Views " New Folder

Favorite Links Name Date modif.. Type Size

EE Dacuments Ma items match your search,
|
| Recent Places
Bl Desktop
More »
Folders v

| 2- NOTAM Certificate: =

If certificate

3 Ao cammnng, DO ES N ’T
J 8d28a39850fdab46617(

| 8188d826d0bbB6fT0d92:
J b35bd0dd069dcccd53k ShOW DO
J bebd8cf894d0253839a
I
1
L v fs-(
detwork
“ontrol Panel
tecycle Bin

caviz

-
SR TR

File name: - [X.&Dﬂ Cerificate (".cer”.crt) ']

[ Open J [ Cancel ]
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K3 <[/ » Computer » OncTouch4 (E) » 2- NOTAM Certificates » FG » FGRenew 2l Feb1l « | 44 || search 2|

- oo
‘ Organize v =zm Views v ‘ New Folder

Favorite Links MName Date modif.. Type Size

[E Documents (3 0AKBYNYX [ orBSYNYX

i Recent Places

B Deskiop

L FIRST,
| 2- NOTAM Certific select “All Files”
|3 ]

s | ON, ORBSYNYX (the name | saved my
-easeavsosodece| || certificate under) is the certificate | want

| beSdEcfE94d02538
to import. TH E N y clickit.

[l _ i
uF Network

E Control Panel

¢ Recycle Bin

File name: - [NI hles (] v]

[ Open ] ’ Cancel ]
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Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

E:\2- NOTAM Certificates\FG\FG Renew 21 Feb 11\0RBSYNYX.pfx F

, s g
Mote: More than one certificate can be stored in a single file in the following formats That's the Certlflcate;

Personal Information Exchange- PKCS #£12 ((PFX,.P12) click NEXT.

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

Learn mare about cerfificate file formats

< Back ][ Mext > ][ Cancel
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Certificate Import Wizard

£3 |
Password

To maintain security, the private key was protected with a password.

Type the password for the private key.
Password:
sessenes « Type the password you selected
when you exported the certificate.
Enable strong private key protection. You wil be d YOU mMust remember the
private key is used by an application if you enable password or the Certiﬁcate W|”

Mark this key as exportable. This will allow you to NOT Work!
keys at a later time,

Indude all extended properties.

Select all boxes here. This will
a"OW yOU to import the ut protecting private keys
certificate again to another
computer (if required). Of
course, you MUST remember
the password.

< Back ][ Mext = ] [ Cancel
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Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

personal — s

This should automatically default
to “Personal.” Select Browse, and
then click “Personal’ if it didn’t
default correctly.

Learn mare about cerfificate stores

< Back ][ Mext = ][ Cancel
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R

Certificate Import Wizard

Completing the Certificate Import

Wizard
1
j i The certificate wil be imported after you didk Finish.
':_-:_f_iy;"d You have spedfied the following settings:
Personal

Content PFx
File Mame E:\2- MOTAM Certificz
1 1 3

<Back || Finish ]Iﬁ
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Certificates

Intended purpose: [«:AJI}

Personal |Dther People | Intermediate Certification Autharities I Trusted Root Certificatior) * | *

Issued To Issued By
_EJI"-"ISgt Felicia Shrops.., Certificate Manager

SRl oAKBYNYX Certificate Manager
EAL DOD EMAIL CA-19
EAR DOD CA-16

EA| DOD EMAIL CA-19

Export... Rermove

Certificate intended purposes

Learn more about certificates

Rx

Importing a new private exchange key

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium [ Set Security Level... ]

oK

[ Cancel H Details... ]

Web Ba=zed Training

DINS CCR Training

AF1 11-208(1}, AR 95-10, OPNAVINS

Integrity - Service - Excellence
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Certificates =

Intended purpose: [{.ﬁJI:b v]

Personal |Dﬂ1er People | Intermediate Certification Autharities | Trusted Root Certificatior] * | *

Issued To Issued By Expiratio...  Friendly Name DINS CCR Functions

[ZMsat Felida Shrops... Certificate Manager 2/23/2010  <Mone:= Primary DIN5 CCR 5it

V_RJO.-!'.I{BYNY}{ Certificate Manager 20212011 Secondary DINS CCR

— - DOD EMAILL CA-19 7/10/2011 : Request or Install DIl
- DOD CA-18 7/10/2011 5'-ICvarI:iﬁcatvaIr'r'l;:n:-rl:‘.."‘.fizaruzl [=2]

_ﬁJ: DOD EMAIL CA-19 7finf2011 5 !

I

:] The import was successful,

No ORBSYNYX certificate shown. [

Click OK.

=T

Export... Remowve
Certificate intended purposes — .
DINS Training Aids 8

DINS Guery Web Bas:
DINS CCR Web Basec
DINS CCR Training D¢

Learn more about certificates AFI 11-208(1), AR 95-1
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Certificates [ 23]
Intended purpose: [<AJI:=- v]
Personal |Dﬂ'1var People | Intermediate Certification Autharities | Trusted Root Certificatior] * | *

Issued To Issued By Expiratio...  Friendly Name
_ﬁJMSgt Felida Shrops... Certificate Manager 2(23/2010  <Mone=
_ﬁJOAKBYNY}{ Certificate Manager 2/21/2011  <Mone=
_ﬁJORESYNY}{ Certificate Manager 2212011 <Mone =

| DOD EMAIL CA-19 7/10/2011

Rl DOD CA-16 7/10/2011

5 DOD EMAIL CA-19 7/10/2011

There’s the ORBSYNYX

certificate. | can now send

NOTAMs on my Vista e E—

computer.

Click Close.

TErmTeate intended purposes

i

Learn mare about certificates
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